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1 Common Inward Risks (S
: Q Security perimeter breaches, malware, spam and
| phishing are examples of inward risks that, if not

managed correctly, can compromise a network.

Compromised DINS Sarver
60x 1o 70x Ampification

Reflection and Amplification Attacks (&>
Open DNS, NTP and SNMP servers can be
used as amplifying reflectors for larger attacks.

Man in the Middle Attacks (O
Insufficient authentication measures.
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The Internet is open, interconnected and interdependent
lt's an ecosystem based on collaboration and shared responsibility

ACCESSIBLE ' PERMISSION-FREE INNOVATION ° GLOBAL REACH
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Each network is responsible not only for its own security, but also contributes to the
overall security of the medium. The challenge is to create a culture of collective
responsibility to make the Internet more secure and resilient.
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Where the rubber meets the road.
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Mutually Agreed Norms for
Routing Security (MANRS)

Stimulate visible improvements in security and resilience of Internet Routing by changing
towards a culture of collective responsibility
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common problems to be addresseA
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Principles

The organization (ISP/network operator) recognizes the interdependent
nature of the global routing system and its own role in contributing to a
secure and resilient Internet.

The organization integrates best current practices related to routing
security and resilience in its network management processes in line with
the Actions.

The organization is committed to preventing, detecting and mitigating
routing incidents through collaboration and coordination with peers and
other ISPs in line with the Actions.

The organization encourages its customers and peers to adopt these
Principles and Actions.
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Bction

///
Prevent propagation of incorrect routing information.

pctio?
///
Prevent traffic with spoofed source IP addresses.

c\'—lon

|
Facilitate global operational communication and coordination between
network operators.

ava“cei;
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— Facilitate validation of routing information on a global scale.
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http://www.routingmanifesto.org/

or

http://manrs.org/
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Living in a World of Decentralized Data
Dr. Burt Kaliski, Jr.
Senior Vice President and CTO, Verisign
NDSS Workshop on Security of Emerging Networking
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Areas of Responsibility

Lo Improved algorithms for integer
Cryptographic Primitives factorization, too small key size.

Prot 1S i d No end-to-end security,
rotocol speciiications an complexity in specifications,

Architecture insecure authentication protocols

Buffer overflow attacks, poor Ul

Implementation or other usability problems, poor
choice of hardware

Enabled debug ports, missing
deployment of security
mechanisms

Deployment

Understanding the distributed nature of the development process is essential for tackling W}W&@\s.
_ _ Society .fy
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Can you do responsible security on a € 0.04 margin device?
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ies: Some Practical
Recommendations
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Smart Connected Objects

These objects will have a profound impact on our lives.

Important Security Questions have not been answered while
we deploy.

The Collaborative Security Approach has properties that will
help to make a positive impact

Foster Confidence and
Protect Opportunities

Evolution and Consensus
Fundamental Properties and Values
Collective Responsibility
Think Globally, Act Locally
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Chief Internet Technology
Officer

Kolkman@isoc.or
twitter: @kolkman
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