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Keeping your Kubernetes Secured with 
microscanner, kube-bench and kube-hunter



@jerbia

Agenda

■ Kubernetes security configuration assessment (CIS benchmark)

■ Kubernetes penetration testing – testing for vulnerabilities

■ Micro-Scanner – scanning your images at build time
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l References to the projects that will be shown in this workshop is 
available here:

https://github.com/jerbia/kube-security/

Github reference

https://github.com/jerbia/kube-security/


Kubernetes Configuration Assessment for Security
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Kubernetes components

■ Kubernetes components 
installed on your servers
■ Master & node components

■ Many configuration settings 
have a security impact 
■ Example: open Kubelet port = 

root access

■ Defaults depend on the 
installer
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CIS Kubernetes benchmark
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■ Open source automated tests for CIS Kubernetes Benchmark

■ Tests for Kubernetes Masters and Nodes

■ Available as a container

kube-bench

github.com/aquasecurity/kube-bench
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Kubernetes penetration testing
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■ Open source penetration tests for Kubernetes
■ See what an attacker would see

■ github.com/aquasecurity/kube-hunter

■ Online report viewer 
■ kube-hunter.aquasec.com

kube-hunter

How do I know the 
config is working to 
secure my cluster?
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kube-hunter.aquasec.com
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kube-hunter with kube-bench
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MicroScanner
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CentOS OS
Nginx Application 
(package)
Binaries

Scanning Container Images

Alpine OS
NodeJS (NPMs)
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Vulnerability sources

■ Vulnerabilities are 
published on different 
security advisories

■ NVD – national
vulnerability database

■ Vendors will have 
their own advisories
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Case study: Debian / CVE-2017-8807

■ NVD reports this in 
Varnish HTTP Cache 
versions 4.0.0 - 5.2.0
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Case study: Debian / CVE-2017-8807

■ NVD reports this in 
Varnish HTTP Cache 
versions 4.0.0 - 5.2.0

■ Debian applied patch to 
5.0.0
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Case study: Alpine / busybox 1.27.2
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Case study: Alpine / busybox 1.27.2

Patches for the 
known vulnerabilities
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MicroScanner - free package vulnerability 
scanning

■ Runs as part of build
■ Contacts Aqua Security cyber-center vulnerability database
■ Jenkins plug-in available

FROM debian:jessie-slim

RUN apt-get update && apt-get -y install ca-certificates

ADD https://get.aquasec.com/microscanner

RUN chmod +x microscanner

ARG token

RUN /microscanner ${token} && rm /microscanner
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github.com/aquasecurity/micro-scanner 
github.com/aquasecurity/kube-bench
github.com/aquasecurity/kube-hunter


