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about

• Technical Product Manager Security & Privacy @SURFnet


• Co-designer of tiqr


• Operating SURFsecureID stepup authentication service


• World Wide Web Consortium (W3C) member (w/445 others)


• Not a FIDO Alliance member

https://www.tiqr.org
http://surfsecureid.nl
https://www.w3.org/Consortium/Member/List#xS
https://fidoalliance.org/members/
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JavaScript API

• navigator.credentials.create() 
register new key


• navigator.credentials.get() 
authenticate using a previously registered key

Client-side  
JavaScript

Server-side  
application

Browser

WebAuthn 
API

HTTPS

USB

Application





What’s there to like?
1. strong


2. attestable


3. affordable


4. no shared secrets


5. replay resistant


6. phishing resistent


7. MitM resistent


8. passwordless


9. scoped


10. interoperable


11. portable


12. certified


13. privacy-friendly


14. user-verified



affordable
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strong
secure hardware





no shared secrets
Public Key Cryptography





Verifier

secret S secret S

symmetric keys

Google Authenticator

Client

==



Verifier

private key k public key p

asymmetric keys

Authenticator Client



replay prevention
challenge/response



Authenticator

Verifier

challenge

response = sign(k, challenge)

private key k public key p

result = verify(p, response)

response

Challenge/Response 
authentication



user presence



https://www.troyhunt.com/content/images/2018/11/robotguys.png



privacy
per-site key pairs



“super cookies”



Verifier

private keys k1-k3 public key p1

per-site key pairs

Authenticator Client

Verifier

Verifier

public key p1
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passwordless
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phishing resistance
Scoped Credentials



https://breakdev.org/evilginx-2-next-generation-of-phishing-2fa-tokens/



Verifier

challenge

response = sign(k, challenge)

private key k public key p

result = verify(p, response)

responseClient

challenge

responseAuthenticator



Verifier

challenge

response = sign(k, challenge+origin)

private key k public key p

result = verify(p, response) and 
check origin

responseClient

challenge + 
origin

responseAuthenticator



MitM resistance
Token Binding



MitM

Token Binding

Authenticator Client

VerifierTLS TLS

response response
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FIDO2 in 2019
• Jan 30: CTAP FIDO Alliance Proposed Standard 


• Feb 25: Android 7.0+ is now FIDO2 Certified


• Mar 4: Web Authentication W3C Recommendation


• May 6: Microsoft for Windows Hello  FIDO2 Certified


• May 13: Safari 12.1 Webauthn as experimental feature


• May 21: Windows 10, version 1903 released

https://fidoalliance.org/specs/fido-v2.0-ps-20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html
https://fidoalliance.org/android-now-fido2-certified-accelerating-global-migration-beyond-passwords/
https://www.w3.org/TR/webauthn/
https://fidoalliance.org/microsoft-achieves-fido2-certification-for-windows-hello/
https://developer.apple.com/documentation/safari_release_notes/safari_12_1_release_notes
https://docs.microsoft.com/en-gb/windows/release-information/status-windows-10-1903
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