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Web Authentication: W30
An API for accessing Public Key
Credentials

Level 1
W3C Recommendation. 4 March 2019

This version:

hitps //Mdoalliance.org/specs/fido-v2.0-ps-20190130/Mdo-chent-1o-authenticator-protoco

W3C Recommendation

ve2.0-ps-20190130.him
This version:

httos /Awww.w3.org/ TRZ2019REC-webauthn-1-20190304/

Previous Versions:
hitps/Mdoalliance.org/specs/fido-v2.0-id-20180227/
Latest version of Level 1;

MIps Jiwww w3, org/TH/webauthn-1/

Issue Tracking:

GitHub
Latest version of Web Authentication: Editors:

hitps //www.w3.0rg/TR/webauthn/ Christiaan Brand (Google)
Editor's Draft: Alexei Czeskis (Google)

Mps J/wSc.github . so/webauthry Jakob Ehrensvird (Yubico)
Previous Versions: Michael B, Jones (Microsoft)

hitps //www.w3.0rg/TR/2019/PR-webauthn-20190117/ Akshay Kumar (Mscrosoft)
Issue Tracking: Rolf Lindemann (Nok Nok Labs)

GitHub Adam Powers (FIDO Alliance)
Editors: Johan Verrept (OneSpan)

Dirk Balfanz (Google) Former Editors:

Alexei Czeskis (Google) Matthieu Antoine (Gemalto)

Jefl Hodges (Google) Arnar Birgisson (Google)

J.C. Jones (Mozilla) Vijay Bharadwaj (Microsoft)

Michael B. Jones (Microsoft) Mirko J. Ploch (SurePass|D)

Akshay Kumar (Microsoft) y» Contributors:
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Use your security key with webauthn.io

Plug In your security key and activate it

Cancel




What's there to like?

. strong 8. passwordless
. attestable 9. scoped

. affordable 10. Interoperable

. nho shared secrets 11. portable

. replay resistant 12. certified

. phishing resistent 13. privacy-friendly

. MitM resistent 14. user-verified
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NOo shared secrets

Public Key Cryptography



RSA

SecurlD*

/

=l 164828
o | G8ve@gmailcon Username
¥ 179689
794069
=»

522509 Password Forgot your password?

Keep me logged in (for up to 30 days)




symmetric keys

=l 164828
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Verifier

QU

secret S

Client secret S

Google Authenticator



asymmetric keys
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private key k Authenticator Client public key p




replay prevention

challenge/response
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private key k Authenticator response public key p

response = sign(k, challenge) result = verify(p, response)
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privacy

per-site key pairs
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Device Attestation
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passwordless

resident keys
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phishing resistance

Scoped Credentials
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https://breakdev.org/evilginx-2-next-generation-of-phishing-2fa-tokens/
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response = sign(k, challenge) result = verify(p, response)
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response = sign(k, challenge+ ) result = verify(p, response) and



MitM resistance

Token Binding
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FIDO2 Iin 2019

Jan 30: CTAP FIDO Alliance Proposed Standard

Feb 25: Android 7.0+ is now FIDO?2 Certified

Mar 4: Web Authentication W3C BRecommendation

May 6: Microsoft for Windows Hello FIDO2 Certified

May 13: Safari 12.1 Webauthn as experimental feature

May 21: Windows 10, version 1903 released



https://fidoalliance.org/specs/fido-v2.0-ps-20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html
https://fidoalliance.org/android-now-fido2-certified-accelerating-global-migration-beyond-passwords/
https://www.w3.org/TR/webauthn/
https://fidoalliance.org/microsoft-achieves-fido2-certification-for-windows-hello/
https://developer.apple.com/documentation/safari_release_notes/safari_12_1_release_notes
https://docs.microsoft.com/en-gb/windows/release-information/status-windows-10-1903
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