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https:// W fa uire-digital-evidence-for-forensic-investigation/
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Acquire

Not scalable manual collection

Memory is still a weird ‘thing’ to acquire
Disks of 1TB+ are the new normal
Duration of acquisition delays processing

Chain of evidence mostly for audit purposes
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Acquire

Scalable acquisition across all targets

» Forensics packages based on data where most likely forensics artefacts are saved
Live searches via agents
Automated & repeatable
Memory as a ‘normal’ source

Chain of evidence for improvement purposes
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Acquire

« What if you need the full disk image after the fact?

* What if the customer changes their opinion and wants to go to court?
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https://www.mentalfloss.com/article/ 645658 /forensi
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Processing

Unstructured string based (not always)
Structured parsing into unstructured formats (not always)
Slow, error prone, analyst required

Closed source ‘magical’ information extraction
o FTK
 OpenText EnCase

Non-repeatable due to intensive note taking required

» Or grep your command line history

Exportability & transferability are not easy
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Processing

Structured parsing into structured formats
Automated plugin-based processing pipelines
Fast & scalable, no analyst required
Transparent & inspectable operations

Repeatable & deterministic

 How else can we pinpoint bugs & solve them?

Multi-source inputs should be a breeze
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Processing

« What if the automated parsing contains errors?

* What if the old skool analyst misses the errors?
« How do we even know that we have errors?

* Where are the public datasets?
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ttps:/ / www.kingston.ac.uk/postgraduate/ coutses/forensic-science-msc/


http://cbs.wondershare.com/go.php?pid=5486&m=db

Analysis

Single person focused
Collaboration difficult
Based on ‘human’ non-transferable knowledge

Limited by difficult to extend analysis environment ‘Excel’
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Analysis

Automated analysis on available data
Human knowledge should feed into plugins & code

Collaboration should be the default

* Including real-time customer access
Tools should be ‘easily’ extendable

Findings should be repeatable
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Analysis

 We still need human, but we should focus them on:
* Doing the creative part

* Doing the research part
 How do we prevent humans fully trusting the automated analysis?

 How do we detect, catch & remediate erroneous analysis?

 |s this any different than applying this for human analysis?
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https://connect.redhat.com/en/blog/leading-automation-0
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Incident Response lab

What we want What we do not want

« Scalability » Scale a single system

» Elasticity * Dependent on a single system, disk or network
. Availability share

e Collaboration - Downtime

* “Hey can you share that spreadsheet with me?”
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Acquire

» Forensics packages
» Acquire based on forensic artefacts

e Automated and scalable

* Tools: Velociraptor/Dissect Acquire

« EDR using Live Response (all remote)

This Photo by Unknown Author is licensed under CC BY-SA
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Unstructured Data

. . $ grep -1 "Failed™ fvar/log/auth.log
» Authentication Iogs (user |OgOﬂS) Nov 25 12:04:35°rian sshd[42695]: password for rian from 127.0.0.1 port 50568 ssh2

. S.grep”’-B 1 "hacked" ~/.bash_history
« Bash History (executed commands) #1669374408
/bin/
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timestamp:
timestamp:
timestamp:
timestamp:
timestamp:

00000000 :
00000010:
00000020:
00000030:
00000040:
00000050:

729/11/2022 13:58’°
729/11/2022 13:58’°
729/11/2022 13:58°
729/11/2022 13:59°
729/11/2022 14:00°

user.
user.
user.
user.
user.

rian
rian
rian
rian
rian

Mov 25 12:04:35
rian sshd[42695]

Failed passwor
d for rian from

127.0.6.1 port 5
A568 ssh2.

ip:127.0.0.1 action:login result:failed

ip:127.0.0.1 action:login result:failed

ip:127.0.0.1 action:login result:failed

ip:127.0.0.1 action:login result:successful session id:1
command:”/bin/hacked” shell:/bin/bash
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Big picture

I love strings

-

Unstructured

%k
/var/log/ » (z)grep Analysis

New incident - repeating manual steps over and over again
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Big picture

We wrote a
parser

Add more structured data

-

/var/log/* » Parser Analysis

‘ Improve parser/fix bugs '

New incident ©
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Analysis

* Timelines, timelines, timelines
* Query language

e srcip:127.0.0.1 AND srcport:1337
« Backup

 GNU tools: strings, grep, awk, cut, etc.
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Automated Analysis

 Repeatable

* Transform human knowledge

McAfee detecteert uitvoeren van T1074.001 data_type:"windows:evtx:record"” AND
Cobalt Strike en TNI vanuit de temp > source_name:McLogEvent AND
folder. Dit wordt echter niet event_identifier:257

geblokkeerd of op gereageerd.

https:/ /www.huntandhackett.com/redmudnestet, https://github.com/huntandhackett/red-mudnester/blob/main/RedMudnestet.ipynb
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DevOps Mindset

Automation Feedback ,
Iterative
Loops
Repeatability Speed
Metrics
Continuous
Structured Improvement

Data
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Acquire
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gsutil cp Beats
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Acquire Process
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gsutil cp Beats

Logstash
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Acquire Process Analysis

timesketch

A
Logstash
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gsutil cp Beats
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