Caer: Iol Firewall

Thinking about consumer security
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~/10t

ubiquitous
valuable

opaque



/usxr

complex environment

many WIXong answers



/usr/problem

Users aren’'t doing what we need them to!



/usr/solution

training, awareness

UX, design
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/usr/solution

training, awareness

UX, design



/usr/problem

Users—aren—tdoingwhatweneed—them—tol

We rely too much on the user
(doubly so for consumers)



/usr/solution

training, awareness
UX, design

simplicity, automation



~/caer



~/caexr/network

Art by Chattapat, Freepik, Good Ware, iconixar,
kosonicon, prettycons, srip; via flaticon.com






~/caer/dhcp

Subnet Allocation

10.0.0.0/8 Home network

10.1.0.0/16 Regular devices

10.5.0.0/16 Quarantine

10.10.0.0/16 IoT subnet space
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~/caexr/network

Art by Chattapat, Freepik, Good Ware, iconixar, 10 1 0 1 3/1 6
kosonicon, prettycons, srip; via flaticon.com X x x



~/caexr

ToT firewall
(near-)zero config

threat profile: botnet herders

remote
automated
credential sturring



~/caexr/mfa

automated
periodic KeepAlive

client - server : 1ip.;timetpo



~/caexr/core
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~/caer/market

open-source vs target audience

Hanzehogeschool entrepreneurship program

https://gitlab.com/jijmellens/caer



https://gitlab.com/jjmellens/caer
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